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Cyber Security 
Nowadays, when you want access to high-profile secure areas, you are often required to leave all your digital gadgets behind; what is the reason behind this? One might be forgiven to think that what drives organizations to take a hard stance on digital security is terrorism; although terrorism is a driving force for digital security, the demand for data in the international black market has significantly gone up, what this does is motivate hackers to double up on their work, and as everyone knows hackers are one of the smartest people on earth devising new ways every day to get information. Remember the fast and furious scene whereby an Asian American carried a small devise to siphon data from computers near it? Yes, that is how lethal computer hackers have become.
It is well too familiar to anyone who hops online to know that most websites request the details of a person, this includes the credit card details and so much more, if the website is hacked, and the website that promised a faster and hustle free shopping experience loses tons of data to preying hackers, customers may lose huge sums of cash and personal information. Another way that hackers may get into the accounts of unsuspecting customers is by using emails. One day you might receive an email from a pseudo account telling you that you have won a voucher or pretend that you have ordered a product (Gillespie, 2015), and to access the items, you need to fill in a form with your account details. The email at the time might look genuine, but before you wrap your head around what is happening, you do not have a single coin to your name. attacks are not only limited to shopping websites but also telehealth, according to Experian, 42% of the major cyber breaches in 2014 related to healthcare organizations (Foltz, 2015), there is more money in healthcare, so hackers are likely to target healthcare organization. Also, there are tons of personal data stored in telehealth. A cyber-attack happens when an organization receives unauthorized access to their websites and servers and information about their clients is lost in the process. These malicious attacks can be prevented with the help of cyber security. Cyber security involves techniques that involve securing various security components, networks, data, and computer systems from unauthorized digital access. There are various components of cyber security depending on the networks an organization is connected to and the types of attacks they are prone to. There are many types of cyber-attacks; however, the following brief essay will only cover the most common and the most reported along with solutions to cyber-attacks.  
The most common types of cyberattacks that people are likely exposed to include malware attacks like trojans, adware, and spyware. Downloading attachments online has also become extremely dangerous with the increase of viruses online. The other most common type of attack that affects organizations and individuals on an industrial scale is phishing attacks. In a phishing attack, an unsuspecting individual or organization receives an email that appears to be from a legitimate, trustworthy source; this is usually done to install malware into the computer or to steal sensitive data like credit card information or login credentials. Sensitive data is not only limited to credit card information but also intelligence information from intelligence agencies or military information from the military.  Another type of cyber-attack is the man-in-the-middle attack. Here the hacker gains access to the information path between device A and device B, which might be the servers in an organization or computers from two high profile workers in an organization. The hacker might take over the Ip address of one of the workers; by doing so, the communication line between the two computers is intercepted; this is a common phenomenon that happens with unsecured Wi-Fi networks or through malware. Password attacks are one of the most common types of attacks, where the hacker tries using the most common passwords or tries to use all possible password combinations.
An organization might take various measures to prevent future or further cyber-attacks. The organization might install a firewall; as the name suggests, a firewall is a virtual wall between a computer and the internet. Firewalls filter incoming and outgoing traffic from a person’s device to safeguard a person’s network, and they can either be software applications or hardware components. Another method of securing networks is the implementation of honeypots; just like beehives attract bees, honeypots attract attackers. Dummy computer systems called honeypots are used to attract attackers; these systems are used to fool attackers into thinking they have the right systems, while all along, the real computer systems remain uncompromised. For passwords, organizations and individuals are advised to use alphanumerical passwords and install antivirus software into their systems (EDGE STAFF, 2015), and if a person or an organization notices suspicious emails, it is better to be safe than sorry (Bell, 2015). With an increase in digital devices, cyber security is projected to persist and increase; as such private and public organizations need to pull resources together and harmonize solutions to prevent future deadly attacks, The Department of Defense is leading the rest of the world in advocating for cyber security (DOD, 2012). Cyber-attacks carried on private and public organizations tend to be more lethal, colossal, and deadly. 
Organizations lose crucial data to hackers for monetary gains. The most common types of cyberattacks that are mostly limited to major organizations and companies include Advanced Persistent Threat, more commonly known as ADT. In this form of attack, hackers gain access to networks for a long period and continuously gain access to sensitive information. Another form of attack that is majorly targeted on organizations is a denial service attack, whereby networks are flooded with traffic denying access to legitimate services. A Variant of this is the distributed denial of service DDoS, when multiple systems are used to initiate an attack.  The other form of attack is the SQL injection attack; in an SQL injection attack, hackers can view, edit and delete tables from databases amidst a plethora of cyber-attacks. Organizations, therefore, use various methods to protect their systems from attacks.  Organizations use ethical hackers to identify possible weak points in their organizations and fill in the gaps. A string of other professionals also assists in the security of computer systems.
Cyber-attacks have become a worldwide problem that ought to be addressed with urgency. Organizations and governments need to chip in and protect people from these attacks. 
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